
Software
Supply Chain Security

All the software you use matters.



~ Why this talk?



What is a dependency?
● External Software Components
● Types

○ Direct Dependencies
○ Transitive Dependencies

● Package Managers
○ npm
○ yum  
○ pip 

● Eg. - npm install git | pip install <pkg_name>



Relationships





Dependency Confusion



Dependency Confusion Cont.



Repojacking



Repojacking cont.



Leaked Credentials



urllib3-1.21.1.tar.gz urlIib3-1.21.1.tar.gz

Find the Fraud



urllib3-1.21.1.tar.gz urlIib3-1.21.1.tar.gz

TypoSquatting





Malicious Packages



How to protect against these attacks?



Software Supply Chain



Layers of Supply Chain Attacks





Bill of Materials



SBoms (Software Bill of Materials)
● Lists all component parts and software dependencies used in application 

development and delivery.
○ What is being deployed where?
○ Where it came from?
○ What’s in it?

● Formats
○ Software Package Data Exchange (SPDX)
○ OWASP CycloneDX
○ Standard for software identification (SWID)



Source Code Layer
● Code Reviews
● Software Application Security Testing (SAST)
● Secure Defaults
● Securing Source Code Management(SCM) systems
● Code Environments and IDE extensions



Build and Pipeline Layer
● Software Composition Analysis(SCA) - Dependencies

○ Identifying open source software in the code base

● Continuous Integration/Continuous Delivery (CI/CD) Pipeline
○ Jenkins
○ Github Actions 

● Containers and Registries
○ Docker image or Kubernetes
○ Docker Hub and Amazon’ Elastic Container Registry (ECR)



Packaging and Deployment Layer
● Software Bill of Materials (SBOM)

○ A machine-readable inventory of software components, build tools and dependencies.
○ Details of the components within a software product:

■ Name
■ Version
■ License 
■ Vulnerabilities

● Code Provenance and Signature
○ Helps understand the origin of a piece of code or software

● Artifact Repository
○ Compiled code, libraries or executable files



Supply Chain Security Frameworks
● Supply Chain Levels for Software Artifacts (SLSA)

○ Pronounced SALSA

● Secure Software Development Framework (SSDF)
● OpenSSF Scorecard



SLSA
● SLSA 1

○ Documented Build Process

● SLSA 2
○ Running builds on a hosted platform that generates provenance
○ Publish provenance

● SLSA 3
○ Hardened Build Platforms 
○ Signed Provenance

● SLSA 4
○ Two Party Reviews
○ Hermetic Builds



SLSA



SCA Tools
● Dependency Track
● Dependabot 
● Trivy 
● Dependency Check
● CycloneDX tools
● Snyk (Paid)
● BlackDuck (Paid)
● Endor Labs (Paid)
● Sonatype (Paid)



Automation
● Existing Code 

○ Parse repos with Graphql
○ Generate sboms
○ Send them to a SCA platform

● New Code
○ Build Phase

■ Github Actions / Jenkins Pipeline 
■ Generate sboms

○ Send them to a SCA platform

● Alerts
○ Slack - Based on Criticality/EPSS

● Analyze



Demo



If you wish to make an apple pie from 
scratch, you must first invent the universe.

Carl Sagan




